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Agenda

= \What Is Network Automation?
= \What Is Netmiko?
= 5 Steps to Automate Your Network

= Next Steps

ommy

24.10.2024 © onway ag | Stauffacherstrasse 16 | CH-8004 Zirich | www.onway.ch



After This Talk, You’ll Be Able To

= .. understand challenges network engineers face
= .. understand the need for network automation

= .. write basic Netmiko scripts
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What Is Network
Automation?
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Traditional Network Change Workflow

" Prepare config changes in text files
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Traditional Network Change Workflow

= Config file content
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Traditional Network Change Workflow

" Prepare config changes in text files

= Working hours
= Best case =2 21:00-22:00
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Traditional Network Change Workflow

" Prepare config changes in text files

= Working hours

= Best case =2 21:00-22:00
= \Worst case = 21:00 —5:00
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Manual Config Change

N N ssh sbx-nxos-mgmt.cisco.com -l admin

ssh sbx-nxos-mgmt.cisco.com -1 admin
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Challenges

= Human error
= Copy paste error
= Wrong config to wrong device
= Completely forget a device

= \ersioning
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Benefits of Network Automation

= Consistency
= Efficiency
" Reduced Downtime

= Scalability
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Word of Caution
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NETM=KO What Is Netmiko?
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Network Automation Tools

Net3rain
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Network Automation Tools
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How It Works

= Establish SSH connection
= Configure something

= Verify config

Oi’\V\lSAy

24.10.2024 © onway ag | Stauffacherstrasse 16 | CH-8004 Zirich | www.onway.ch



5 Steps to Automate
Your Network
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Step 1 — Define Your Inventory

@ main.py

r

network_device = {
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Step 2 — Connect To Devices

@ main.py

netmiko im - ConnectHandler

net_connect = ConnectHandlexr(x*xnetwork _device)
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Step 3 — Send Config Commands

@ main.py

create_intexface_commands

net_connect.send_config_set(create_interface_commands)
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Step 4 — Send Show Commands

¢ main.py

nect.send_command (
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Step 4 — Send Show Commands
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Step 5 — Parse Output

@ main.py

interfaces = connect.send_command (

print({interfac:

onway

24.10.2024 © onway ag | Stauffacherstrasse 16 | CH-8004 Zirich | www.onway.ch



Step 5 — Parse Output
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What Is TextFSM

= Open-source tool developed by Google
" Parses semi-structured text
= Access information from CLI of network devices

=" Template + raw input = parsed output
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Example TextFSM Template

DAY
MONTH
TIME
TIMEZONE
YEAR
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NTC Templates

= Repo of TextFSM templates

= 50+ vendors and 800+ templates
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Conclusion & Outlook
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What You’ve Learned

= Network automation fundamentals
= Netmiko basics

= Parsing with TextFSM templates
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Where to Go Next

= Use external inventory sources (e.g. NetBox)
" Jinja templates instead of hardcoded commands

=" Multithreading or parallel programming
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Next Steps
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Cisco Certifications

Cisco DevNet Certifications: Cisco Genil?catlnns:
software developer path network engineer path
s ™y s =
DevMet
Associate ' CCNA
Speciali Deviet Specialist
Specialist Smocialit b

. DevNet
Professional Professional CONP
DewNet@
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DevNet Academy
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Visit onway

= >30 employees
= 6’000 mobile routers

= ~500°000 daily WiFi sessions
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THANKS
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